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Proposal of attack methods using machine learning and deep neural network
against cryptographic techniques for security evaluation

Araki, Shunsuke

3,200,000

Focusing on features that machine learning and deep learning, which have
attracted much attention for many research fields in recent years, are difficult to inference about
random events, we thought these technologies are used for security evaluations for cryptography. As
the firs step of our research, we studied attack methods using these techniques against
cryptographic techniques such as common-key cryptography and pseudo-random number generators. In the

attack on common-key cryptography, we confirmed that a key identification attack against input of
only plaintext and ciphertext and a plaintext decryption attack against input of only ciphertext are
possible using machine learning and deep learning, although with the restriction that the
cryptographic specifications are modified to weaken the cryﬁto?raphic strength. We also found that
deep learning can predict the output at the next time for the linear congruence method, which was
often used in a pseudorandom number generation.
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Cipher (data) {
AddRoundKey (data, 0) ;
for(i=1; i<nr; i++){
SubBytes (data) ;
ShiftRows (data) ;
MixColumns (data) ;

AES AddRoundKey (data, i);
1 AES 4 (SubBytes i
MixColumns ShiftRows AddRoundKey ) SubBytes (data) ;
ShiftRows (data);
1 1 AddRoundKey (data, 1i);
}
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