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This project aimed to develop ultra-high-speed security middleboxes using
programmable switches. Initially, we designed implementation methods for ciphers, which is a a core
cryptographic technology, on the switches, including the ChaCha algorithm, achieving encryption and
decryption processing speeds exceeding 1 Thps. Additionally, we implemented message authentication
on the switches. Highlighting these achievements, we proposed methods for implementing a lightweight

anonymous communication protocol on switches as an example of security middlebox protocols. The
implemented middleboxes achieved packet transfer speeds over 1 Thps. Many of the project®s results
have been open-sourced on GitHub.
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ChaCha implementation on Tofino switches
https://github.com/Hasegawa-Laboratory/ChaCha-Tofino




