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WFgER R OMEEL (330) : Lightweight cryptographic primitives are required to achieve secure
communication in the resource-constrained network such as a sensor network and an RFID
network. In this research, lightweight hash functions (Lesamnta-LW, DbMMO) are
proposed and are analyzed in terms of security under an appropriate model. On the other
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compromises the security of some blockciphers by analyzing the internal structure of a
blockcipher.

AR TEHE
(BHEHANL - M)
H R MR a @
2010 &= 1, 700, 000 510, 000 2,210,000
2011 4E 800, 000 240, 000 1, 040, 000
2012 4EJE 800, 000 240, 000 1, 040, 000
AR
AR
woEt 3, 300, 000 990, 000 4,290, 000
ey - 1%
Bt o8 - E - ERE S LY - @5 - x>y NI —27 1%

F—U—FK k5 - X227y

1. WFFERMEL IO 5

RFID St %3y bU—7 RO L 5
RBIEHEEE AR L OB/ OB I L D
X NU— T BIENRY o055, ZHb/N
R T HEPROMIE 2 LI LI &V ) I
TERY 72 BERITE VS, BB O HIKI 2 B IE

RO T TRz REST L ENTERNG
BNZ. 2072, [RIFEBLA D TS
W7 (T4 by A biES) OWFZER
FENERSHNIBEOTND.

FA MU TA MESIE, Ty RS EN
v ¥ a BBl S D . BUEDHIFRRI &



LT, 74 hvx=A vy 7oK
MR AN ONERIN TS, ZhbiE
kDT ay S EIIRE S B LS
ZHODT, H LWLV EI S 3¢
H5.

Ny V2 BBOEE, FoReMt R
BB SRR A S 5. BE, KEEE
WER AR T 3T > TV B IR RN v v =
BIBGRE ISR T DX, MIEHEES 8
[Kgates|LL F72 >, SHA-3 |38/ NUTE 11
an O FRIE I .

AT, SHA-3 73 SEHER Al RE 72 [A] 8 KA
THBLTE DNy ¥ =2 OGS - fMNTH
DORREBENE TS, RFERRSRE LT
HEEBE T, BT 5y v = B,
RIS EEFEELRVD, 5%, BIRH
R FRO|EENIND ETFRLTND (FE
B2, 2010 EE LW OMEREINT).
WRFEARRE L, DIEHRBEIFCHEE D O
ZREMFZEL LT, Ny v BT 7V —
[Lesamnta| OBIRZEITV, ZTOHTT A
oA "y 2O EZITo~. L
U, WEST SIVTZRREE - AT EARN 23 22 T2 D,
T _REFENZHIR SN TEBY, BlEki
XT74 hvxA by = O
EATHDZENEETHD EEZT
2. WO HB

T4 b A MEBIE, Ok L\ A
BRI D=8, 1ERDORE SR & ITRIEIC R
TR DAEEIC e D DT, A - ReMRHETE
IZBWT, RBOERSNIEF TS, AKHF5E
TiE, TROZHOOEBENLTA4 U A b
Ny Y a BB OG- AR TFE DA
REEHLMMILTNL.

g LM - K R0E, BE#lcH
T BZEENRRO LN DT, ZeMEDiEH
TEETHD. BT Y IT 4 T ERR
FTA Ny xTA by 2 BEEMBKT S5
EERROICHESTT 5. ZhaE T3 5720
(2, BEMRHMEORIE & 72 DY 22T T VR
TE & REE A N T 5.

WL DEEMERGE: 74 bAoA b7
gy IZkEEETA A by = B
W21, BT & AR - LR eMERHEFEN
HDHETFHEIND., T4 v v Trv T
5 ~ DL 28 U C, iHMiTFED /v
NDEERBL, 74 bAoA by =2 B
~OHEAEBRRT 5. HlzE, FEREEED
REIR I NE DL TEA A NRITRD 5
K (cube attack) 3 I THDH EEZHND
DT, 74 bvxA by = BENCE A AT
BEMEZHALNCTHZETHD

3. WD HIE

W92 05 05 % e 1 D22 A PERER] & BT &K
BHRAEMREED —HSOBE DIk S,

& DREMGEN Ny v 2 B O kA

X, B ORERHES L 2 RRE L 7Rk ik & BEAE
DOHERERS (T a v 7555 2 HE L-#
RIBIZHFETE D, TNTNICBWT, iRk
EERFL, EYURETVEELT, 74
PERERH 21T 5 .

W\ LD EEMREE . FREOE D4
PRI BT 2 s MRE ST T
WZBWTERYTHLINE I EHRET 5.
DFED, WGBS OBEM LD 9 Db DK
LT, WBEITV, FOLEMEZISNTT
L. ARWFFECIE, GRS BRI Lo
BriZiF ¢/el, ETitEKL SO TLE2to
Mt E1T 9.

4. WFFERE

(1) &L RVEEH
OHEA7a vy 7EEEH Wy v 2 B
DRERRE

Ny v a i EN— Ry T HE LY
&, BB ZREST D EHERE, LA
DY A X THDH. 7y szl 5Ea,
Ml by THEEOLYRE (BALY A,
EXHLUAY) PDBETHD. #OE v b
R, POy hEEENEN knl B &,
BEfEO 7 ay 75100, aolk OBEND
5. L, Ny v BEORMAGRM & LT
FEHT %G, TOMGRIILT L LT,
S BT, Ny v BEOMEEGR & LT
T 554, SEEITECAER BT X0R §5
L, BREMNRELS DI ERBHDHDOT, LK
Ui, 20 L5 efigkicT5. L, #F
IR EXEZREL T VYR RHLE
RBHOT, BIEHBEOHIEZ O, 20k
5 IAERIE T R, DL RO RERS B L
SE, TRD X o Rk D Ny v 2 ¥
Lesamnta-LW 2R L, =OLEMHENT 21T
>7= (SCHRI3D).

n=lklTH. Ny aTBHhAvE—T%
mEBL. mOKBIZ L 2 1 e 0 &
BERj2-1EMINTS. 22T, L, Ay
t—YoEIElIbvy FET B L X,
| +t=0(modk) #ii7= 3 /DK TH 5.
Enilok/2vy o2 #EFER Z 4
4. ZoOEECEY, miZkogEore y k
Fichs0T, Key MElcyEiLizA vk
—Y7myZZm,m,--,my &<,

Uy, Vo ZNZNN/2 > kO EE &
45, 1=12,--- NIZxLT,
Ui [V; = E(Uig,m; [Viy)
LT (T BREBRONPY EHA, ).

mo mq my
|:|: Vo ur |:|: U |:|:
o E E [ E [N
) FUN
U1 V2

1Ny ¥ =2 B Lesamnta-LW
ZZT, BEERSEREETHY, U 38T



HY, m|v, XSS S, B, |1
LB TH D, Uy |V BAMICxd 5 4 A
VAL (Nhyvafl) 5.

Z D~y v 2 BB O E O FHEIT o
b5, —oDlE, BIRBAEEIKO-DIC, #
EnmWwWray 7S EEHLTWHWDH AT
bbH. ZONy o BERELT ¥ AEE
ELTHRTAEA, AvE—UTany 0
ASDBBEEASNT > TN ENEET
b5, ZoDiX, FEIEFIEIROZO, 71
— R 74 U= RNV ETHDH. TD=9,
JEAEBEEH BT CH S

Z DNy v 2 B O AR R, 122
M1Z, E 2% ideal cipher THh 5D & W I KE
DO FTHEFTSNTND., ZOREE, KEE
DE AL O NS 2 B B I
TAESICHYST 5.

BN - s A N Eick L qlEg
MTE5 &%, A DEEEHALTHMEITT
RO THEZLND.

2"ng q q

Adv (A) < + +

LW( ) 22n_q 22n_q n|2n
SF VY, RHEHEICIE, BE OERIEE 2"
| XY KiEIZD7en e &%, BEEsRETE
HERIT/INE W, 2, ZoRiE, ~Nvia
RS LW OFEENEENEL, Ny hox A
= A N EARTLEAN 2Ny v 2 B
TWVEZEMEER L TWADZ L2 BEERT 5.

JE A R e - R E A S Elcxf LT qEE
MTE25&E, —HROMICHE- GRIINT-Z
AV A MDFESE ANERT DRI ED
KEIFEAERUTHD. LEN-T, Ny
oo BECLW O RREEMEN, Ny hoX
AV A NEART AN Ny v 2 B
OB LT L0 RENEER L TWD D
EEEWT S I, Ny v B LW I
T4 —=R7 3T — R KRN EORIERAT
HBH. DFD, Ny BV, [EEEHE
BRI DT 012, AR REEE 2 el L Tun
HeibEZOLNS. L, n=256LTh
VE, U R TR 270 o LR (B REED)
DLEETH DG, BEIZ Z A0 EIC
HZEFWEEZLZD.

2RI EENE, R EEE OFER K O > &
2 BN 25l T v AR E LA L
TS 0ReEME, TR 2RIz,
F 7o, EMERAER OIS IR 2t E
et L7 i RS DWW ISk [5] [7] 2 B 1R
Tz,

)~y > 2 B3 LW oBRO—E%, #F
e FH DR EAL B SLRUERT, [ENLRSRE
NEHRFELFEZFE L Oh) EHREEF
TERERE N D DZFEMFIE T T2 TH 5.
@QFEfFDT7A4 b= N7 uy 7iEE%EH
VN AE R

AR O HEERIZIC, 74 hvxA b
Tuy IR EOSEOREN I N,

2

5, #E4a 3 [Kgates] LA D[RS AR 2 FE 8
LCREFENTERY, AES NEETE RV
) IRETRHERI DB LW T XA A~D G &
HEGE LTWS., Z0O X2 RE4E, Bllicy
ValEdETLLI0YE, T bAoA b
Tuay IS ERRAL TNy 2 ke
B 2050, RAEMIZEEREEN/ NS TE
DRIABRND B.

BEHLDODTA VA FTay IiEE
1, BEIRHAREIO -, 64~128 B> D
f&, 32~64 £ FOEXLHEFAR— ML TS,
Bz, 80 By hO#E, 64 By RO EY
A= FT2574 v b7 oy 7SN
2\, LTIEB-TC, 94 hvxAf hTuvs
W a Ny v a BBUCRIAT 5 & &%, XX
ENEWOT, KoL E 2 BfEHT S
double-block-length JE R % Wik 4 5
VERDD.

double-block-length JEAMERAELIZ L BNy
¥ o BAB OIS 35 FORELRH B.
WL, WERIEDIRRED I T4y Ik ViR
BTS2 no 7223, 2002 HEEE 7N &  ideal cipher
T W VT FEN IR E D, BIFETIE
ideal-cipher model TOZZEMMNTINESE L
TW5. ideal-cipher model TODLAMEMMT
X, FdRo X iz, 2oy v 2B 4se
PEIZX L C— DR &2 5 2 TV 5 73,
ideal cipher Z FEEDOR ST E X2 256
DEEMEZ VT U HRIAETE 20 &0 9 ]
HENDD.

T, X0BEENET LTy VA
B O E i T2 Z LITHEETHS.
UL, MEATD 7 a7 ERNRET v
LB CTHD ] &) BERHE BN
EDT T, FREHWEA Y S = B E
TREETH D Z & iy, L) FERN
B ENZ 72> TN D.

ZZT, IRERW) ZEMNFE S NTWY
DML, ERRENE T Th D RICHEER
TRETHDH. T’xl, RFIDOT VU r—
a LV OGE, FOEEMIT Ny v 2 B O E
RREE TR <, JREBREEIRET 255
WL, Ny a BE HMAC D X 9 7Rl
F B LB ORBAGHR S b D Z &R
ZNEWWD ZEICER L. AWFFETIE, 7
0 7 WS DR EEN RS EE LT,
AR INEENE & Dl T o # AERFFBHTX 5
N B DBMMO AR 24 5.

BE K, PXERANDOT oy 7EEE %
EZ D, WA T A—21%, < DTA
[N = G Nl = S/ = 2/ W s Nl N Y
k=80, n=64ThHsb. "vaTDhH, E
S/ FDOAYE—U2ZMEBLS. Mo
BB 1Z1LEE 02 tEMNT 5. 22T,
[



(o n+x—(/+1) if I<k-1
“In=(+1-xmodn) if />«
2l 7= TR/ N DB TH L. ZOREDHRD
RINDEADOLE Y hzmy, &Y ZnEy b
mom,m,,---,m &350 =12, 11Tkt
LT,

xy = triE g ) )|er(BCn, & oy m )

xg = el Bl g migd Vew (B Gy @ o))

& = i F O & o a) JJer (Bl E o 000
EFTH (X 2). 22T, trizney k2
By MIEET 5 B (B 23 eE k2 B
FEIY HRE) THY, C,C,, C TR
RHKEy FOFEOERINITHD.

2 v 3 2 B9% DbMMO

N 3 = B% DbMMO O JE 4 R SEME & SRl =
VA DEICET A RER AL TIORT. EORE
B, FRk 25 EEICRETETHD.
FGgEREE XAy LT A vtE—
DR S AR IS X EIEN A v
Y P AN F NN e
FAPESIEY NUTORBERRLTE D
FEERIZ,

4dvE(4) s pah (B advd TP (B)

- ‘Pg:zﬁwé-ﬁr-ip{q

THD. ZI7T, sl RS48RO
AvE—VEAvyE—UT Ry ZITLIE
EORBOA =T By I DA T Y
7 AZFY. advi FETRENT, BORE B
ISBERIZ T 2 FRCO BRI L Y E7S
T U NEHEHTE DMETHD.
k@ oy @opk Oogl

eld /N ¥ =2 BIEE DOMMO TR TV D E
HThHD. BIZEIZ 2RERINARETH Y, F
BRERIE, 7 + O 1dxR Y + 1axB(F) z)
b5, 2T, AT A OFEEER, tEIXRE
TALPBELFRT ORMTH D, @i,

. .
#i = = Traman¥lan mhe

THY, #Hanwl L, oldy 2B
DbMMO CTEFH ENTWAEHTH Y,

¥ = Bk )

BT RO CD D, e gz b AR IER
END. Advz T OWICHT, BURE CHa.g
DS LE G2 b=k &, Zhbhbitk
EROONDHMERTHD. C OFHEERIL,

1+ GQkB(Eh) THD. LN T, FHil
DORIIY, EOFRBFHIGE & HEHIE T
b5.

BRIl o 4 I BORE A, mylC A v
—V7 .y 7 TiEeL, #EANNT5B%E
kT K N & T X DRI,

Adv (A) <

K2 0

(I, +1)| gAdVE 7772 (C) + -2 @]
-2\ 0

0

ThbH. ZIT, AME, By« 26EEOERH
NAHRETH Y, 1 EOEMDOA vy E—Y DT
0y 7 DR KB, ThHD.

=W L 1THY, dIBARAKDETH
5.

FUOET, EWZBET e Emix, B
HGEBERRED T A LE R & ORI EEE
ThO, HEEMRIETHD.

QAR UHEEIZ DN T

AR UREEIZ IS Ny v 2 BB O
BIEIZOWT B EITo 72, T ORER, /I
SWEHREZEEA WD Z & CRIBHEBLIT/N
SLTEDN, BWELHEERTZ LT T
7eino = (SCHR[8]).

(2) WX D ZEVEREE
DOIA hvxA F7 1 7S KATAN @D cube
attack |Zx9 2 2RI

KATAN 1%, #E2 80 B v k, FIXEMN
32,48,64 ¥y hEYHR—FTBHTA b=
A4 NT ey s THD CCEL10]). =D
MEILZA Y —AE S cULIXLIEfEA IS
HIFIEL 7 R L PR ZITHESNTNG., £
DI BAEL DRI AN =8, cube attack
CCHER[11)) 1 THE 7B BIETH .

KATAN % 2~ 3 = B35 DbMMO (2455 3~ % 5
AL, BEEEE A~ DLV E R 5 0%
ERDHDH. T, ABOBEEEICIREE T
IZ, cube attack & IV 7-BHEGRKERIZ %9
RN & RERERIC I D ITo 2. &
DORERAER 1ITRT.

KATAN ®Z v o ¥, 252 TH 5. Liz
73>, cube attack [Z%f L T KATAN IZ+43
R EA L CnD 2 & AVHIA L 72 (CCik
[6]). ZOEMWT, KATAN i3~ v = B%K
DbMMO IZHE L7=F A b7 v 7S THD.

F 1 KATAN ~® cube attack

YR bits] | BORAMRER T Vv R
32 87
48 75
64 69

Q@QEFT7NITY X% H = Even-Masor BF



B DA R

Even-Mansor W55, 7 % Az p, &
Tk, FXhxtTDHEE, BEXy%E FiLD
R CTAERT A, (X 3, k[12]).
§;= plx kljé§1ﬁ
ZIZT, k=kk2THD. T, TUv
A 1 BICEfE Lm AESRRS A F A |
WA LED & AT Z LN TE S,

k1 ko

vt p ey

7 7

3 Even-Mansor K5

kDOEy Miznf2lToLE, Bk -8
FEDEE E g, pE T2 ITp ORI A g,
LB, ZolE, B#ERDONDMEITL,
O(ged, HIVF) TH B = LWFENTVS.
FEE, TIUTIEWHBIE S RIS TN D (XX
Bk13]).

LU, WohEtERg & Bt E O T
i, AR R ENe, BT RREND,

5, = o (n2e ) 5, = o(25)

ThLWEBEENFET D Z 2R LTz Uk
[1109]). L7=2» T, BB E R
AU, FHERE A G EE O A2 E TS
L OF R OK 3 BIRTHARD L Z &
NTED.

ok, AWFZETCIE, BFEREEE W
%5 Feistel BB OLEMIES 3B 2
7ot (SCER[2]).

235 ik

[1] H.Kuwakado and M.Morii, “Quantum Key
Search on the Even-Mansour Cipher, ”
Proceedings the 22th Quantum
Information Technology Symposium,
pp. 17-22, 2010.

[2] H.Kuwakado and M. Morii, “Quantum
Distinguisher Between the 3-Round
Feistel Cipher and the Random
Permutation,” Proceedings of the 2011
IEEE International Symposium on
Information Theory, pp.2682-2685
2010.

[3] S.Hirose, K. Ideguchi, H.Kuwakado
T. Owada, B.Preneel, and H. Yoshida, “A
Lightweight 256-bit Hash Function for
Hardware and Low—end Devices:
Lesamnta—LW, ” Proceedings of the 13th
Annual International Conference on
Information Security and Cryptology,
ICISC 2010, Lecture Notes in Computer
Science, vol. 6584, pp.151-168, 2011.

(4] H.Kuwakado and M. Morii,

“"Distinguishing Attack and
Key—Recovery Attack on the 3-Round
Feistel Cipher,” Proceedings of the
2010 Symposium on Information Theory
and its Applications, pp.208-213
2010.

[5] S.Hirose, H.Kuwakado, and H.Yoshida,
"Model of Blockcipher—Based Hash
Functions Suitable for
Memory—Constrained Devices, ”
Proceedings of The 2011 Symposium on
Cryptography and Information Security,
4B1-1, 2011.

[6] H.Kuwakado and S.Hirose, “Related-Key
Cube Attack on KATAN4S8,” &I #iH
B2 2011 Y YT ¢ RETEHRH L
£ 2011.

[7] S.Hirose, H.Kuwakado, and H.Yoshida,
“Compression  Functions Using a
Dedicated Blockcipher for Lightweight
Hashing,” Information Security and
Cryptology — ICISC 2011, Lecture Notes

in Computer Science, vol. 7259,
pp. 346-364, 2012.

[8] H.Kuwakado and S.Hirose, “Sponge
Construction Using Multiple

Primitives,” Proceedings of The 2012
Symposium on  Cryptography and
Information Security, 1C1-5, 2012

[9] H.Kuwakado and M.Morii, “Security on
the Quantum—type Even—Mansour
Cipher, ” Proc. of the 2012
International Symposium on
Information Theory and its
Applications, pp.312-316, 2012.

[10]C. Canniere, 0. Dunkelman, and
M. Knezevic, “KATAN and KTANTAN - A
Family of Small and Efficient
Hardware—Oriented Block Ciphers,”
Cryptographic Hardware and Embedded
Systems - CHES 2009, 11th
International Workshop, Lecture Notes
in Computer Science, vol. 5747
pp. 272-288, 2009.

[11] I.Dinur and A. Shamir, “Cube Attacks on
Tweakable Black Box Polynomials,”
Advances in Cryptology — EUROCRYPT
2009, Lecture Notes 1in Computer
Science, vol. 5479, pp.278-299, 2009.

[12]S. Even and Y. Mansour, ”“A Construction
of a Cipher From a Single Pseudorandom
Permutation,” Journal of Cryptology,
vol. 10, no.3, pp.151-161, 1997

[13] J. Daemen and L.Esat, “Limitations of
the  Even-Mansour  Construction,”
Advances in Cryptology — ASTACRYPT ’ 91,
Lecture Notes in Computer Science,



vol. 739, pp.495-498, 1993.

5. ERFERCE
(BFFEfFE . e K ONEEEARF TR 12
1T

(RGO (RH 9 1)

1.

H. Kuwakado and M.Morii, “Security on

the Quantum—type Even—Mansour
Cipher, ” Proc. of the 2012
International Symposium on
Information Theory and its

Applications, % #t A, pp.312-316,
2012.

H. Kuwakado and S.Hirose, “Sponge
Construction Using Multiple
Primitives,” Proceedings of The 2012
Symposium on  Cryptography and
Information Security, @i, 1C1-5,
2012.

S.Hirose, H.Kuwakado, and H. Yoshida,
“Compression  Functions Using a
Dedicated Blockcipher for Lightweight
Hashing,” Information Security and
Cryptology — ICISC 2011, Lecture Notes
in Computer Science, % F¢ A |,
vol. 7259, pp. 346-364, 2012.

H. Kuwakado and S. Hirose, “Related—Key
Cube Attack on KATAN48,” 7&--1¥ ¥
554 2011 V=7 ¢ RaSihlim
R, AHIE, 2011

S.Hirose, H.Kuwakado, and H. Yoshida,
“"Model of Blockcipher—Based Hash
Functions Suitable for
Memory—Constrained Devices, ”
Proceedings of The 2011 Symposium on
Cryptography and Information Security,
A, 4B1-1, 2011.

S.Hirose, K. Ideguchi, H.Kuwakado,
T. Owada, B.Preneel, and H. Yoshida, “A
Lightweight 256-bit Hash Function for
Hardware and Low—end Devices:
Lesamnta—LW,” Proceedings of the 13th
Annual International Conference on
Information Security and Cryptology,
ICISC 2010, Lecture Notes in Computer

Science, #& #t A , vol.6584,
pp. 151-168, 2011.

H. Kuwakado and M. Morii,
“Distinguishing Attack and

Key—Recovery Attack on the 3-Round
Feistel Cipher,” Proceedings of the
2010 Symposium on Information Theory
and its Applications, % i £
pp. 208-213, 2010.

H. Kuwakado and M.Morii, “Quantum
Distinguisher Between the 3-Round

Feistel Cipher and the Random
Permutation,” Proceedings of the 2011
IEEE International Symposium on
Information Theory, & 3¢ A
pp. 2682-2685, 2010.

9. H. Kuwakado and M.Morii, “Quantum Key

Search on the Even-Mansour Cipher, ”
Proceedings the 22th Quantum
Information Technology Symposium, %
el pp. 17-22, 2010

(Fx¥E] GHofh)
(XF] o)

(& Dfth)
L

6. WF7EREHK

(1) WFgefks
Zfy FHM (Kuwakado Hidenori)
MF RS - LPitoeE - ez
WoeE A - 30283914

(2) Wrge iz
L ( )
WroeE &

(3) HEEMF T
L ( )
e EER -



