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WFZER R OMETE (323C) : The security of pairing-based cryptography, which is one of
next—generation public—key cryptography, is based on the difficulty of solving the
discrete logarithm problem over finite fields. In this research we analyzed the discrete
logarithm problem over finite field GF(3%) used for efficient implementation of
pairing-based cryptography by large-scale experiments. In 2012 we successfully achieved
the top-record of solving the discrete logarithms over finite field GF(3%2) of 923 bits
using a PC cluster of 252 CPUs in about 153 days, and it enables us to precisely estimate
the upper bound of computational ability of expected attackers.

AR TEHA
(SHEAL - M)
[EREF SN R 2 & @

201 04%E 1, 700, 000 0 1, 700, 000
201 148 600, 000 180, 000 780, 000
201 24 600, 000 180, 000 780, 000
201 34E 0 0 0
201 44E 0 0 0
o Ft 2,900, 000 360, 000 3, 260, 000

W358« BB AT A - Ry N T —2

P D3R - AHE - AR -

HE T AT Ay NT—

F—U—F: W5 - BRE. WBSENS. <7 U TG, BEROS R, KBRS

1. WFZERIARSIOH =

(1) 13 D 2N BHERERE 75 C IR BN R 8 72 s 5
ua Na LB ERTESLRT Y RN



HEHEEDTND, R, B 3 OFRE
GF(3") k> n, =7 U > 7 OB ik
B 2N L OREIN TN D,

) ABRIE GF(3Y) 2TV v 7 D& MET
Bl R RE O R #EME 2 12 LT 5, BiERK
KHREIC T 2 I bR e fiRik & LT
BEIBURERIEDN N STV DA, /N 3 A
FERN 2 ERE SN TWAHITEEY . GF(3Y)
L DXRT U T O B TR S T
WDOFEBRT — 2N+ ThHoT-,

2. WO HBY

AWFFERRRE ClE, OB 70 G R AR e SR 1
X0 AR Rl XT U TR 0%
EVEEFRNTRMET 2, X7V TS O R
FHECHEE & 70 DA TR GF (3") L DBfERue
MIEEZ D 0 BUF ORIBEIZEY fH e,

O BB B R —E O Rt T LR O g R VA
PNy i Ay (AN TR oSl SR =i A

@ HBREGEEHY EOXT U I CERTS
RV A X n OffFtst E R 2T 5,

@ MO NBIEERT 5 DOfFHEHEER & O k21T
WERIRGER Y A X n Z NI 5,

3. WHED ik

AT 7O, AR OB
KA TRE O NV 2 B Z LTV D, BiEBOoR K
Mz e b sl EH RS 27 12 X h L

U CEUARERIE/ BIEAEREN DY . RD 3 B
BRIZ KRBT D Z EMNTE D,

(a) ZHXBIRA T v 7
(b) BIRERE AT v 7
() R EBAT v 7

AR TIEL., FRROE{EARAT > FIZBELTHIR
GF (3") DR & B2 L= @b b 2 /st L.
GF (3") _E DB ot 5 i &H o figg ot SR8 sk &
Bfid, £/, s RIicE o5& GF@3Y) Lo
TN T O RATEn LT, AL
INTW5 RSA B 5 & [RIE DM 27
YA X Etd b,

4. WRIERR

(1) TERDNBAGERE 5 TIRETLN R EE 2 1

F7a A BERTE LTV TR
PNEHZEDTERY ., RFC5091 72 & CEFBE
LR ED N TND, TV VTSR
AVE XA TRIA B OB B RE O FHE &0
REEME A FRIC L TR0 . AUFERRE TIIRHE
B 3t B R ERRIC L 0 =T Y v TS
DM ZfENTEHMI T2 Z E 2 BEEE LT,
AR GF (3% ™) EoBEBoE R~ (676 £
M A9 a7 Dr I ALFHEMIZIVL »
H w52 LITAPI L, 2010 FFRf T O
fRFM R A ER LTz, TNHORERIZ X
D, X7V IR EFEMMET S ETRe L
ROLBEZRABLDZENAREL o7, A
EIRE L, A FEAT & 5 S 2 i (EIBR 22 5% PKC2010,
B IHHEE TSGR CGEE) TRERL,

FLELEF 2 fm (IFE rass, B HFaumE
PR L LTEELRE,
el Sch06-NFS
250 - JLO3-NFS -~—-
200 -
f
g 1s0p |I
] |
g i
100 | | h
‘i
50 | | 4
¢ |
0 L [T e, J
0 20 40 80 80 100
Time (sec)

1. JL06 & Sch06 O E 4370

(2) FBR GF (p) L ooBfEHCRHERE ISk L Tl
TR R 72 iR itk & U CBIRERIED B D,
T p IR A AT T 22 WA TRIK GF (p) (2%
LEURERE S LT Joux—Lercier OEUAETRIE
(JLO3) MEn B TU5, Schirokauer X, low
hamming weight 72&%% p (Z%f LT, p (25
AT IR WA TRIR GF (p) 1247 5 B RERTE &
DLFHEEN NS WK EERZE L
(Sch10) , AHFFERRBEIL, 259-bit LA FDW L
ONDFEE p 126 L JLO3 KX Sch10 P LLik
FEER AT o7-, Xeon E5440 % 2 Hg#E#E L7~
PC 1 & CTHEEBRAZITV, gee, pthread, GMP %
FIFA L7, Schl0 1% JLO3 1Zxf LT 146-bit
(194-bit, 259-bit) TIXZNTIL 4.3 1% (8.5
%, 18. 11%) MW CRERZS, LhRkEn
bit £ TIXFITRRIOEN L Y K& 257
». Schl0 2NAF]7 low weight 723848k p ZIF
HFYAT L THODEEIEL, Schl10 2% LT
BERFERp Obit RERELOIVLERH D,
KRR ILEFES# International Workshop
on Coding and Cryptology (IWCC 2011) {24
WTHRE LT,



923E-HRIE(201254R)

1000 T — NICT NICP st
i o O_- ANEZE  Dawe
] ] L T nifa
GFip) by NFS  C N BLERR T v
oo | R by FFS %
5 o | [szrragns dezee
! Ae— [ mer 1P i
Jof = — a4
Eson L 47 o2 | ypaann ERT
2 i 2 e 2 !ﬂ
] o O
00l 0« 1 r79adyrke
—~ | |75 rmpn BB T
0 =R 17 maake ik
= s =ik [T
06 o - - ]
P — Sl
o ! i WA H
. —1_ T R PRIRRA )
L L 1 il

) A S . L iis
1990 1952 1994 1995 1999 2000 2002 2004 2006 2008 2010 2012 20N~ o1 St

X 2. B HR R O R HE AR AT ik

BTV I EOBEEECHW LT
AR GF (3°) @ n IRILKAE | D Bl i A
DIRFEFBREAT T2, TV > T OMERE
A D 72 D122 < OFm S CHREFT T
WAHLRREL n=97 (923 B v ) ZEEL.
BEECIRER A2 RET 2 2 LIk v KRR
figae It a1t o 70, BREIRE AT v 7 Tl
iz 212CPU a7 X A EIC LY
SEEE L 153, 1 HREITHI 163 X 10°{H o B X &
H£bl-, MIEREAT v 7%, 1561 By b
BREILELETDITHHA X6 5 X6 HHD
W7 1 R GFFRRA 252CPU = 7 D41 Lanczos
EIZEY 80 HEOMHEAENKLETH-T-, H
BIEER AT A T v T EORREEE DA
148.2 HEITMEHT 5 Z & I12msh L7z (2012
F4 A7), RIFFEREO RIFEFIERIC LV K
BEOFRENRAZ EMICEITT5 2 &
DIF[RE & 720 | JERIREL n=509 DArEL 3357
vy N OF R GF (3%) 13451 20 22T
FIHCX DAY 0 257, ApAix, &H
fr&Fscet LT 24 (ISPEC 2012, Asiacrypt
2012) OFEEEIT-T,

5. ERFEERCE
(BFgEfFeE . WFFE o K ONEEEARF TR 12
IR

UdesEamse) (BE 1014

@O Takuya Hayashi, Takeshi Shimoyama,
Naoyuki Shinohara, Tsuyoshi Takagi,
Breaking Pairing—Based Cryptosystems
using 7, Pairing over GF(3%), 18th
International Conference on the Theory
and Application of Cryptology and
Information Security, Asiacrypt 2012
A5, LNCS 7658, 2012, pp. 43-60.
DOI: 10.1007/978-3-642-34961-4_5

MEH, TR E], BIERET, SR,
GF(3) LD 0 XT VT HHN=XT
V> TS O eMEREHN, B IEREE
TR E, BB, & E,
Vol. 112, No.39, 2012, pp.1-5.

Naoyuki Shinohara, Takeshi Shimoyama,
Takuya Hayashi, Tsuyoshi Takagi, Key
Length Estimation of Pairing—Based
Cryptosystems using 7, Pairing, 8th
International Conference, ISPEC 2012
A FeA, LNCS 7232, 2012, pp. 228-244.
DOI: 10.1007/978-3-642-29101-2_16

WARF—, MeEt, EARR|, BREEC
BT % Joux—Lercier DZIAARINIEIZ
DT, 2012 FERFEEEREF U T 4
T URY T A, SCIS2012, A FEHE, 2B1-2,
2012, pp. 27

Takuya Hayashi, Naoyuki Shinohara,
Lihua Wang, Shin ichiro Matsuo,
Masaaki Shirase, Tsuyoshi Takagi,
Solving a 676-bit Discrete Logarithm
Problem in GF (3%"), IEICE Transaction,
Fundamentals of Electronics, Communi—
cations and Computer Sciences : A, &
A , Vol.E95-A, No.1, 2012

pp. 204-212.

DOI: 10.1587/tranfun. E95. A. 204

e, EARRI, BEBoH RTINS

gt R GLEkOHER, B IEHREETS
sk, OEHFME, 94 & 11 B, 2011,

pp. 977-981.
http://ci.nii.ac. jp/naid/110008762196

Kenichiro Hayasaka, Tsuyoshi Takagi,
An Experiment of Number Field Sieve
over GF(p) of Low Hamming Weight
Characteristic, International Work-—
shop on Coding and Cryptology, IWCC
2011, #FEFT, LNCS 6639, 2011, pp.
191-200.

DOI: 10.1007/978-3-642-20901-7_11

AR, EARH, oA R RE g e T R
TR ~DE 676 B v ~ DfiE-,
TSR, A FEHE, Vol. 51, No.9, 2010,
pp. 1181-1188.

http://ci.nii.ac. jp/naid/110007700785

Takuya Hayashi, Naoyuki Shinohara,
Lihua Wang, Shin ichiro Matsuo,
Masaaki Shirase, Tsuyoshi Takagi,
Solving a 676-bit Discrete Logarithm




Problem in GF(3%), 13th International
Conference on Practice and Theory in
Public Key Cryptography, PKC 2010, #
Feh, LNCS 6056, 2010, pp.351-367.
DOI: 10.1007/978-3-642-13013-7_21

O FYdE—ER, EARRI, FA GF(p) Lo
O BRI RE L 69~ 2 B R TE O g F2 R,
B FEa  Pa—HXx2 T4
SURT T A, (SS2010, AFEHE, 2B1-1,
2010, pp. 489-494.

(&) G4

@ @RI, UAAABR RS - T )
5 -, MEFRFEAIES, 8 16 [EIE
W MERMRE S VAR DT A BIC VR Y
UL, HFEEE, 2010412 A 3 H, Tu
RG-SR,

@ BRI, AR o Bt R RE oo K
P, 2012 FEFHEHRBEFSRAERS,
Wk, 201246 3 H 22 A, LR,

® Tsuyoshi Takagi, An Experiment of
Number Field Sieve over GF(p) of Low
Hamming Weight Characteristic, Inter—
national Workshop on Coding and
Cryptology, IWCC 2011, HAfFi#iH, 2011
6 H 2 H, Qingdao Garden Hotel, &
B, HE.

@ @A, AR SR S 2B D HF%E
DEHI#R, NICT EHiBEEX=2 U7 1 &
VARY T L2013, HAFFE, 2013 42 A
14 H, §J)ll7er ken.

(£ Dfth)

R BR—=
http://imi. kyushu-u. ac. jp/" takagi/

5. WK
(1) wFgefeRE
B [ (TAKAGI TSUYOSHI)

FUMREE « 2% « 747 « A3 ANBFZRRT « 2%
e85« 60404802




