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In this project, we conducted the construction of a security risk assessment
framework for CPS (Cyber-Physical Systems). Focusing on the characteristic of CPS where system
behavior adheres to physical laws, we developed an efficient risk assessment algorithm based on
state-space models. Additionally, we implemented the development of an evaluation platform for
microgrids for practical applications. Furthermore, we developed an attack detection method using
reservoir computing. We proposed real-time fast retraining under uncertain generation of distributed

power sources, confirming that it achieves nearly equivalent performance to conventional methods
while accelerating learning speed by approximately 100 times.
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DGSM: Directed Gradient Sign Method
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