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We have engaged in the era of the* Internet of Things” (loT) from the era of the
ubiquitous network where everyone can access to computations. With this background, our results can be
divided into two: theory of immunity-based complex systems and their applications to the loT with sensor
agents.

In the theory of immunity-based complex systems, we have developed two macro models: self-reco?nition
models where “ the self” as in the immune system is focused; and self-repair networks where cleaning of
abnormal nodes by mutual copying is addressed.

Further, as a micro model, incorporating an aspect of the* key and keyhole” matching, matching automaton
is studied. To design degenerated systems with resilience similar to biological systems, a matching
automaton is considered based on the matching problems. Not only sensor agents but also actuator agents
are deployed in applications for both of the self-repair networks and the matching automata.

loT resilience
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