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Protection of patient privacy in information sharing
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We performed two studies and prepared a sample of the electronic patient record (E
PR) screen for investigation. The extent and necessity of sharing personal information of patients differs
among professions. We identified five problems that need to be_overcome in the approach of professionals
and four changes that need to be made in the EPR in order to maintain a balance between sharing vital info
rmation and protecting patient privacy in health care. We conducted interviews with different health care
professions after they used the sample EPR screen. Based on the results, we explored a prototype screen de
sign of the EPR that conceals certain patient information to maintain patient privacy but provides suffici
ent information to health care professionals.
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[l hemes ——subthemes ]

Safety in healthcare  Possibility of medical malpractice
Impairment of safe medical care
Impairment of patients and staff safety
Interruption of the flow of medical treatment
Some burden on patients and staff
Loss of confidence in medical treatment and care
Information sharing  Repotition of pationt information gathering
Insufficiency of staff communication
Increased time collecting and sharing of information

Promotion of Obstacle to pmp')sals(_rmq_uosb.tu Uﬂnrompatnﬁ
collaboration  Obstacle to ion with other )
Interruption of cooperative work with other occupations
regarding discharge

Hospital management Obstacle to claiming medical foes
Obstacle to abtaining information for workers
Decreased ability to estimate medical costs for patients and
their families

Communication Obstacle to patient communication Lew | El (= m |
Obstacle to contacting the family in an emergency.
Obstacle to providing information to patients
Obstacle to consultation and education for patients and 2 _ 2
families
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Requirements of Quick acquisition of necessary information in both

the treatment process emergency case and routine cases
Display of related information according to care

processes
Consideration of patient privacy
Restricted access Limitation of the access to EPRs by personnel
Limitation of the access to EPRs by wards
Easy accessto Less time-consuming system

necessary information Facility of the mouse operation (click / pointer)
Log-in with super password
Facilitate inter-professional Accordance with the type and job title of HCP
collaboration Depending on relationship with the patient
Display method corresponding to cooperative sections 30
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