(®)
2013 2017

Security Evaluation of Pairing-Based Cryptography via Large-Scale Cryptanalysis

Takagi, Tsuyoshi

11,500,000

exTNFS
ID 1D

Pairing-based cryptographﬁ provides us new cryptographic protocols, which

cannot be constructed by the conventional public-key cryptosystems. In this research project, we
investigated the hardness of solving the discrete logarithm problem (DLP) over extension fields

which is used for the security estimation of pairing-based cryptography. In particular, we evaluated
the secure parameters of elliptic curves used for the pairing-based cryptography by considering the
extended TNFS which is the asymptotically fastest algorithm for solving the DLP over extension

fields. Moreover, we proposed several pairing-based cryptographic protocols such as anonymous
hierarchical IBE with continual-key-leakage tolerance, revocaple identity-based signcryption scheme,
and so on.
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