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Development of Controllers and Emergency Shutdown Systems Considering Cyber-Attacks
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In this study, the construction of the system, which can detect cyber-attacks,
prevent the invasion to the whole instrumentation network and shut it down safety, were developed under
the recognition that it was impossible to protect control systems perfectly from cyber-attacks. CADs to
divide the instrumentation networks to ensure the safety and to detect concealment by cyber-attackers. A
protection system to switch controllers and honeypots dynamically was developed. In addition, exercise
for people beyond the organization from the detection of cyber-attacks to restoration was developed and

workshops were held three times.
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