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There are many security protocols proposed so far for various kinds of
applications. Unfortunately, there also exist many protocols with few formal security analysis among
them. In this ﬁroject, we mainly focused on sequential message authentication and logging using symmetric
key cryptographic primitives. We formalized their security requirements and proposed new schemes provably
secure based on their formalized security requirements. We also evaluated security of cryptographic hash
functions designed by ourselves in terms of cryptanalysis and provable security. These hash functions can
be used for various kinds of security protocols including our proposed protocols for sequential message
authentication and logging.
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