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Cryptographic primitive based on lattice problems
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The Ajtai-GGH function and the SWIFFT function are better than usual hash
functions because the preimage resistance and the collision resistance can be reduced to the difficulty
of lattice problems. We first investigated the reduction technique used in proofs of these functions and
the fast implementation technique of the SWIFFT function. We next proposed a Merkle-Damgaard hash
function with a message preprocessing that is based on the Ajtai-GGH function. We studied its collision
resistance and the indifferentiability from a random oracle and performed computer experiments for
measuring the performance.



(

: SSL)

Ajtai-GGH

SWIFFTX

PKZ

Ajtai-GGH  SWIFFT

Ajtai-GGH
SWIFFT
SWIFFTX
SWIFFTX
SWIFFTX
SWIFFTX
SWIFFTX
SWIFFT

(FFT) skew-circulant
Ajtai-GGH

FFT

SWIFFT



SWIFFT
SIMD CPU
GPU CPU Ajtai-GGH
SIMD GPU
---------------------- ¢I l¢1
d a
ZZTZZ
Y LY LD
h h h digest
[V —» > —» >
underlying hash
1:
Merkle-Damgaard
SHA-512
SHA-512
prefix-free 4
[kiB]
a
0 128[B]
SHA-512 h
SHA-512
1
128 [b] SHA-512
2048 [b]
2
a 3 h
SHA-512
65 h
1 a
31 h
SHA-512 SHA-512

a Ajtai-GGH Ajtai-GGH
SWIFFT
Ajtai-GGH
y = A x mod q
q 1024 A 342 96x 96
skew-circulant 96x 32832
X 32832 (=342x 96)
y 96 10 [b]
a 4 [kiB] (=32768 [b])
32832 0
a
960 [b] 1024 [b]
64 0
a ROM
A ROM A

skew-circulant
x 342x 10 [b]) ROM

40 [KiB] (=96

SHA-512  ROM 640 [B]
a ROM
4.3
a Ajtai-GGH
Ajtai-GGH
14
Ajtai-GGH 1
h
CPU  SIMD GPU
a
a h
(digest)
ml, m2
a h
h
a
( )
a
h
a



Cron
Ristenpart
single stage
a d
Xy
[N
" 8 1= digest
Vo . 18|, |8] de
G
G 9
w

o [ h(y) if(y=a(x)Ay=0%¥)v y=1%
v IJ_ otherwise

0* 0 1* 1
g h
G
Real world Ideal world
G RO
| \ / |
g S| |

® 4
\ /

<N ’.
N Je

Distinguisher

S
Distinguisher ( )

nearest-neighbor

nearest-neighbor

Hidenori Kuwakado, Message
Preprocessing for MD Hash Functions,
IEICE Technical Report, Vol.115, 2016,
pp-89-93,

Shoichi Hirose, A Note on the
May-Ozerov Algorithm for the Nearest
Neighbor Problem over Any Finite Field,
Proc. of 2016 Cryptography and
Information Security, 1D2-5, 2016
pp.1-7,

Hidenori Kuwakado, Arithmetic in a
Prime Field of SWIFFT/SWIFFTX, IEICE
Technical Report, Vol. 114, 2015,
pp-149-152,

@
KUWAKADO, Hidenori

30283914

@
HIROSE, Shoichi

20228836



