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In our work, we developed several attack technologies against block ciphers, RSA
and Rabin cryptosystem implemented on smartcard or RFID tag. Our attack techniques are based on
instruction skip differential fault analysis. We reveal its vulnerabilities, and propose effective
countermeasures in some cases. Highlight of our study is development of a new fault attack, double
counting attack (DCA), on the precomputation of 2t-ary modular exponentiation for a classical RSA digital
signature. DCA can reconstruct an entire secret exponent using the position checker with 63 faulted
signatures in a short time for a 1536-bit RSA implementation using the 26-ary method.
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