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Detection of cheating in computer-based testing using biometrics
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Methods of detecting several kinds of cheating using biometrics are proposed to
augment reliability of unproctored online exams such as computerized take-home testing.In the first
subtheme, a method of detecting impersonations for exams that use tablet computers is examined. An
authentication technique that utilizes touch gesture features of the examinee is developed. The gestures
are obtained using the camera embedded in the tablet device by taking from the side or from the top of
the hand. More than 90% were correctly authenticated in the experiment. In the second subtheme, detection
of cheating using acoustic device is addressed. A detection method using gaze motion is proposed, and its
effectiveness is verified in the experiment. The result indicates that the gaze behaviors between a
reading task, and a dual task of pretending reading a dummy text while carrying out a listening task are
different. 77% were correctly authenticated without information dependent on examinees.
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