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Design of cryptographicaly nonlinear transformation based on chaos

YOSHIOKA, Daisaburo

1,900,000

S-box AES S-box
98% CMOS 2%, 84%
Chebyshev

The purpose of this study is the design of chaotic map over finite sets and its
applications to cryptography. Firstly, we propose to construct one-to-one chaotic maps over integer sets.
Since S-box is the most important portion in block cipher, we design low complexity S-boxes based on the
chaotic maps. As a result, difference probability of the proposed S-boxes is improved by about 98%
compared with that of AES. Moreover, the area and power consumption of the proposed S-box circuits are
improved compared with that of AES by about 72% and 84%, respectively. We also evaluate the security of

public-key cryptography based on Chebyshev polynomials modulo powers of two. Unfortunately, it is
revealed that the cryptosystem is not secure by our security analysis.
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