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We began with a research topic that focuses on the most motivating application of
the proposed scheme. After several trials, it turned out that the requirements of the applications are
fairly complex. Therefore, we decided to focus our attention on the methodologies to establish that
application, rather than trying to generalize the application. The application was to infer the hostnames
of encrypted traffic. To this end, we developed a new scheme called DNG (domain name graph), which
captures complex dynamics of DNS name resolutions. Our main research outcomes are as follows: We first
published a research paper at IFIP TMA 2015 (acceptance rate = 29.6%). We then published the extended
version of the previous paper (we extended the methodology to drastically improve scalability) at

Elsevier Computer Communications. We also filed two patents for domestic, and another two patents as PCT.
We also presented an invited talk at a domestic conference.
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LAB, PROD

LE |LENTE| UE |UENTE | DN-Hunter

LAB | 54.98% | 68.08% | 71.59% | 92.25% 67.90%

"PROD | 79.90% | 88.29% | 90.88% | 90.88% | 85.40%
LE LE-NTE, UE, UE-NTE

UE-NTE
DNG
TTL expiration
DN-Hunter
exact match public

suffix

LE |LENIE| UE |UENTE | DN-Hunter
LAB | 57.20% | 70.30% | 73.80% | 94.46% | 1713.43%
PROD | 83.20% | 92.12% | 94.52% | 94.98% | 89.98%
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Exact matching ] | Public suffix

|
| Hitin1 [ Hitin2 [ Hitin 3 || Hitin 1 | Hitin 2 [ Hitin 3
LAB H 92.25 } 97.23 | 98.16 ‘ 94.46 ‘ 98.16 l 98.16

PROD | 9088 | 9577 | 96.71 | 94.98 | 97.01 | 97.43
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Exact matching Public suffix

3

Hitin 1 | Hitin2 | Hitin3 | Hitin 1 | Hitin 2 | Hitin 3

0.809 | 0.879 | 0.902 0.897 | 0.929 | 0937
0.806 | 0.876 | 0.899 0.894 | 0.925 | 0933
0.805 | 0.875 | 0.897 0.892 | 0.923 | 0.931
0.803 | 0.873 | 0.895 0.889 | 0.921 | 0.929
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0.815 | 0.886 | 0909 | 0904 | 0.936 | 0.944
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