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Cryptographic VLSI techniques have been established for assuring
electromagnetic security with remarkably high tamper resistance against side-channel attacks. Three
research items include: (1) On-chip detection of the proximate placement and approach of
electromagnetic micro probes as the side-channel attack sensing technique, (2) integrated simulation

techniques of electromagnetic coupling between the electromagnetic micro probe and on-chip
side-channel sensors and also circuit operations, (3) positive usage of side-channel information for
the authentication of cryptographic cores. These research items have been successfully completed
and demonstrated with the fabricated integrated-circuit (IC) chips and prototype systems.



B X C—19,. F—19—1. Z—19,.

1. WML OE R

AR, AR ORES S SR B 1A
SINDERITHED, BT Y 2 —/b (5L
A LTI 5 LSIEEK) OSSN EHIZHER
LTCERY ., #EEHEEZFD SIM 51— KL RFID 72
EHEY YV —ZADOH|[R S 7z A B gs T
IR S DO N— R = 7B & 5 m
b - BEIERMI KO BN TND, —F,
Wty a2—OFEEDHFHMHEZFIH LT
NG A O JHE B O &N S 1
TW5, FRICHEE T OHEEE S B
B Vo LIRRIEREBIERT 5 2 & TR
HREED A RTF ¥ RVHBEIX, ZOHE
BRIDOES ERBOERS ID, BUENRE
BEFEbTnWs, LarL, BURTIEYA R
F v FOVBCEITH LTI DA — ]
—~y N CHRZ BT DR ER o5t K
MTIEfES L Cuveuny, — RIS, SR ELATILEL
ik o CTHREZERT LI~ AT T L
HRIMEZ BRSNS D0, T ¢ TN FEAR L
I, IRETTALIY XL Yy 7 L
NTEELSIBESNTNDEN, 2IERH D &
R ST ekt R iIE, D7 < & b R
WU CEMERESENT 2 2 EnmbnTwn
b, ZOW, BIREFECTHEE I ELL <
PR & 40 2 FHA FEEHTIZ O TUV R LY, S
HITHTAE, AH X — R OBIED I FR
PEZFIH L0 kxR &2 2Tk 9 % )5
FIT 1) 72 TR R  FRAT B D AT REME VR S S
TEBY., ) LIEKE~DMEEZ AT HHA
F BT 5 E Y 2 — L O AT O
SEHRIC A L 7o TN D,

2. WD HBY

BRI RNT LRI I~ A/ u T a—T %
RIRITHEL S D & A AGREAIZ B TR O
BRERNELIND &\ D BRBEERL T F M 7n
BND . ZHIVETICH; - TE - Bl 2t
&L, LS| iBEOBMAE A TF v
TEBREICHIFTRER Y A R F v LI
UV EHETS (K1), S5, BELY
DOFFINZFEDE | k72 A RTF v r VB
TFIVAITHIETE S, Rz Ee L
KPR Z BT 5,

aOJn—

IEEEEMAORAIC
LAOMERROER

(REOEHR) .
=

TR OEEEIC
e LI bad: apaeiid 3
EHAOWBGEIL

HAEFrr e
fogitsy. Jo—
T DI i —
UOBEFICLS,
LROBIAEREE
(A =i

B 1 A RF v R VEEE K DB
TRFN & RF R O,

CK—19 (d:m)

3. WD ik

AL TIEL, VA RF ¥ RV BEBEA~DHE
HT HEG VLS| Sz i L., £
FEEIS T2, BREEER T, RS TS
HHEEDO L L TLLTF O 3 >OMFZEIE H % HetE 4
b5, Tibb,

(1) VA RFrrLKEY v T FiE
DBAFE
BT X = U T 0 AR BT OB %
SR A RTF v 2 VHES T ) A
VXFIE L 72 6 SR 1T 00 BH %%

ThD,

BB R TR A0 I BRI T BB 12 &
LBEROIANN R EEZRMTE D L0
IERUCE S E | HERICEWRIETFIE L LT,
YA RTF ¥ RVHEL Y 2T D, FE
FEAH LC FiREs 2 AR & Lo/ Mo
T VA VALVER & D BRI O | o [a]
RERRIZ X0 . BT 7 BRI MR AT BB & f
H - Wb T 57210 T, BEEa T
*LCThToS—tr NOmER - B4 —
N—y RCTEETDLZEEIHD, ERDOT
NAY XL Tyl L-LOxE (DL
EHIHEET) A EREE) 2 RE L BRI %%
2725 E PRI, INFETORNKEXEZR
ANSE WL HI1EEDENMEEZET D,

MR E (1) T, A RTF v pLHEE
& BART 2 EME 2 e RE L. 7 e b
B AT AT WEAEET B,

B (2) Tl A RTF v x LB 8BE
B L BRI AT BB O W ER A 2 AR AR &
EREEETF » T KOO EOBHA Y
2b—va K0T L, Bl
T 4 XKD & & A MRS D,

MR B () Tl A RTF v XLV BDOZL
FRME 2 BB TS0 B RGE L, ARAFZED
R A R RICIERA T <, s L Bl X
WISHD T 2+ 5,

AWFGEDFERARHIZOWNTE & DD,

WHEREFRE (FF KT O 7 —71%, VLSI
VAT LB ITDHER A RXBLOER
A ADFA - 5l « THITEET 2 R 72 0F
RREEZALTEBY ., GOMEDOLT T v
T A XY EIRRCEREED ) A X3
o b— g VEINE AR O R T 5,

e E (RAERT) O 7 Vv—71%, B
75 VLSI 28T 5 BB L L% (EMC) I B
LC. Bk & RO HE 2> & WFIT %2 HEE L |
I E TICITER KON OERALEE (B
W/ A R) \ICHEHE: E O SIERNES L
TWAHZ EZHLENILTWD,

e (BRIEE KT O 7 V—T7 1%,
a7 /L=l A0 VLS EREIC LY ETD
B 72 WE S5 ME DRI S W TS5 BRGR IS
MU A HEE L TR, ZvE TIChE
HAT DOV A RF v FOVHESLT 4 — /L b
EABBEOHGET VO L EERIFIED
BREH LTS,

Mz T, BEZENHCTRYOH HLEICZE

)
®3)



W, BFE328E & VLS| & EHEfIc WA
ISR & A1 5 Telecom Paristech OHF
e L WFE AT AR L. YRk B oo it
R 72 ST B S B A2 35 1T D AR WFSE o Bk
FF KL OWFFE R R D BEALPE I DV TRkam

L e BT, KFBRAEZD MM ZREED D,

4. WF7ERE
AWFRICBT S =DM EIC BT
DU 2, TRl E & DD, ok,
AU X D2 =17 br=
I AN O LHEMFEIIL 2 —fmCE L
TFEED, =777 R L AL FM
L7c (FERRRiamCE - HEsinstoO)

1) YA FFyrxLKEE SV TFED
A%

LC REIRMEIK & A=t oY axitiast 2
HU., il a b2 A4 7F v 7% LI,
A RF v FNVKBEOERREZHBE L, B
WR~A 70 7a—70nKsa7nb 01
mm SANICEET L 725512, LC RIRPIFE O )&
BED 1%L EZALT 5 Z LT W HEEICHKR
MTEXAHZ EERLE, BE S RED IC
F o FIZBIT DA RF v ROVIKEZ RN
TEH2 L6, HlzX IC I—RIZBIT5
EFERORNERRE LEIET&x5 L5
oD, A RF ¥ X NVKBEE VDA R
— U HEK 2 1R,

BT DT s % 4727 A (X 3)
WX DMERREX A RT, HBEEHEICLD
<A 7 uru—T7RNERREKT v T EOR
EaroBLF 01 mmBEE CEBELEY
BT, BT HIME S ORIRE B E 5% &
KESEL, ZHICE D KEEZBIL T
Do

4 70—7&%Y
n Jo—-FiL
?
N,
&
40
ey AL+ RLAL-M)
‘ S IRE R AL)=1/2/IC
BSa7 /)
M ) B VLSIFv T
YA FFrRILERpY

2: 1 KT 2L 0 HAHE
A L BRI B BISE (f A—2),

TS OB ONWT, BN BICE
WCIREE L@ ST b b ERESHEL T
BEL, FlmBEFRLE*?2 2H LI,

*1 IEEE Symposium on VLSI Circuits 2014.

*2 IACR CHES 2014 Best paper award.

Micro EM
s Probe

0 0.05 0.1 0.15 0.2
Probe-to-Chip Distance Z [mm]

B 4: YA FF ¥ RABEY S O R
e (e hE2A T AT M2 X HER),

FWNT, A R F v RVIKEE KA
BAEFIH LT, BEENES VLS [ZHET S
HB~vA 7 e —T7ORMEHE~ 05 mm
FREEE CHER T2 (RIEIZ T 5 5 omiR
BECAR NS 5) B E R EEZER L.,
7a b ATUAT ALY FEEELTE,

o, VA RTFvRmNVHEBEE T D
R EnPEBE O 1) BT 1) T2 B AR i o R G
LDz, ThRbL, EREAEOFEZ~
A7 a Ry —)VZH/NERT A Z LT, A
SEHRIRRED OO FRIERR T 2 A V% BT
LDEFLWE TR AEESE - BIRME L, KE
Flokb~A 7 aFa—7 0% 0.5
mm fEEE CTEMTEL 2L aMmR Lz, &
AREREIZHETSHFRERELS, £t
FEAERIZ X 2 FIE L RIS EO R %
L7z,

(2) ERMEEx =V T ¢ REAT OB
KoV zege LIEBMEEX=2U T«
KRN DOWT, AESHE a7 2 flfEE L



BB e EEM T LY
AL, BIXOIC Fv 7 ETORESRST A
2B X TR BB v R A O E
FIEZOWTEE L, $/o, KUV LEFE
PR E OMBAERIZOWT, BRI =
U—a VERIREAMEE L, a7,
VYO aA N EREZED~Y A 7 u TR
%7®%ﬁ%”WWﬂﬁE&Eﬁ@ﬂ@%
KIFET R EEIZHONWTELEL, I'r
%547/27A HEHINET AN
an+T ZEHEELTYI 2L —
K OHERT D L &bz, ALK
%#ék@@mﬁh% WZOWTHFE 2 D
oo A RF v XNVETF Y AIZBE LT,
%%%%Tﬁﬁm CHERL D B B 1 3m CaE
W E Lz,
?V%%$@%%&kLT\747DfD
— TN KB VI EOR R OBELE AT
TABHRR Y I 2 b—3a VRERORH
BIROEES I 2L —a UV FRELHEY L
77o B a7 & VEEEwsEET 5 2

LICEY, A7 e a—T ORI
ﬁ)éﬁ’é}i:tﬁ%ef'aﬁ%j(flﬁéi’f-ﬁfﬂﬁﬁ“ééﬁ{’ﬁ%% R

RetEA . @ﬂi EOMBMNORIEL, F
tﬁ%:Y &0 B RS 5
T U A ERRRE LT,

*3 IACR Journal of Cryptology.

) ZHle VA FF vy R NVKEL TV A
st U7z SR iy D B %

R A RF v ROV T ) A%t
I L7 REREAR OBIFEIZ DWW T, K5 L0
NG DRSS A TSR T D BRI T Y
TE b Liz, £ Vb, AESIF 27 %
BIEE LT, K57 Z0bDODFESENE
N A RF v R2NVEHEYE > TITITRE

WE LW EEHLMNILE, &5
5 VLSl & 2T L DH A RF ¥ VIR EZ
KT 2 EIR I OREESRY A4 RF v 3%
MEBREZRIHT 22 TExR2 Y T 0 MR
i L3 AR SR AEIC OV T2 ED
77o £, BB T7nLIRNT AV A FF v
FERE AT 7 2855725 (A
]\?:JVZ/VPUHEE/XT-AJ é’fﬁfu * %L\
W5 2 7 OFFRALBIHE D A FF v 1L
BEWERAWDZ iz, BEa7 28t
HEx=2 VT 4 VLSI F v 7OEIEMN % &k
IR TEDLZ BN LT,

5. FreRFRLE
(WP EE . WL
=Y

Gy HE o ONEEERTEE 12

Gdestsasg) Gr2 1 (O b&EHEA 2 014))

@D Daisuke Ishihata, Naofumi Homma, Yu-ichi

Hayashi, Noriyuki Miura, Daisuke Fujimoto,

Makoto Nagata, Takafumi Aoki,
“Enhancing  Reactive = Countermeasure
against EM Attacks with Low Overhead,” in

Proc. The 2017 |IEEE International
Symposium on Electromagnetic
Compatibility (EMC 2017), accepted. (#7¢
A)

Makoto  Nagata, Daisuke  Fujimoto,
Noriyuki Miura, Naofumi Homma, Yu-ichi
Hayashi, Kazuo Sakiyama, "Protecting
cryptographic  integrated circuits  with
side-channel information (Review paper),"
IEICE Electronics Express(ELEX), Vol. 14
No. 2 pp. 1-13, Feb. 2017. (& #HA)

DOI: 10.1587/elex.14.20162005.

Wei He, Jakub Breier, Shivam Bhasin,
Noriyuki Miura, Makoto Nagata, "Ring
Oscillator Under Laser: Potential of PLL
Based Countermeasure Against Laser Fault
Injection,” Proc. IEEE 2016 Workshop on
Fault Diagnosis and Tolerance in
Cryptography (FDTC 2016), #4.2, pp.
102-113, Aug. 2016. (& FHiA)

DOI: 10.1109/FDTC.2016.13.

Yu-Ichi Hayashi, “State-of-the-art research
on electromagnetic information security
(Invited),” Radio Science, Vol. 41, pp.
1213-1219, July 2016. (& #HAH)

DOI: 10.1002/2016RS006034.

Noriyuki Miura, Zakaria Najm, Wei He,
Shivam Bhasin, Xuan Thuy Ngo, Makoto
Nagata, Jean-Luc Danger, "PLL to the
Rescue: A Novel EM Fault
Countermeasure,”  Proc. 2016  53rd
ACM/EDAC/IEEE Design  Automation
Conference (DAC 2016), #57.5, pp. 1-6,
June 2016. (& #HiA)

DOI: 10.1145/2897937.2898065.

Kazuo  Sakiyama, Momoka Kasuya,
Takanori Machida, Arisa Matsubara,
Yunfeng Kuai, Yu-lchi Hayashi, Takaaki
Mizuki, Noriyuki Miura, Makoto Nagata,
"Physical Authentication Using
Side-Channel Information,” Proc. IEEE
International Conference on Information
and Communication Technology (ICoICT
2016), May 2016. (& #iF)

DOI: 10.1109/IColCT.2016.7571953.
Naofumi Homma, Yu-ichi Hayashi,
Takafumi Aoki, Noriyuki Miura, Daisuke
Fujimoto, Makoto  Nagata, "Design
Methodology and Validity Verification for a
Reactive Countermeasure Against EM
Attacks,"” IACR Journal of Cryptology, pp.
1-19, Onling, Dec. 2015. (& #HiA)

DOI: 10.1007/s00145-015-9223-3.

Noriyuki Miura, Daisuke Fujimoto, Makoto
Nagata, "Proactive and Reactive Protection
Circuit Techniques Against EM Leakage
and Injection,” Proc. Joint IEEE
International Symposium on
Electromagnetic Compatibility and EMC
Europe (EMC 2015), #SS-1-7, pp. 252-257,




Aug. 2015, (#FHiA)

DOI: 10.1109/ISEMC.2015.7256168.
Kazuo Sakiyama, Takanori Machida, Arisa
Matsubara, “Advanced Fault Analysis
Techniques on AES,” Proc. Joint IEEE
International Symposium on
Electromagnetic Compatibility and EMC
Europe (EMC 2015), pp. 230-234, Aug.
2015. (&#HiA)

DOI: 10.1109/ISEMC.2015.7256164.
Noriyuki Miura, Daisuke Fujimoto, Makoto
Nagata, Naofumi Homma, Yuichi Hayashi,
Takafumi  Aoki, "EM Attack Sensor:
Concept, Circuit, and Design-Automation
Methodology (Invited),” Proc. ACM Design
Automation Conference 2015 (DAC 2015),
#69.2, pp. 1-6, June 2015. (& Hif)

DOI: 10.1145/2744769.2747923.

Kohki Taniguchi, Noriyuki Miura, Taisuke
Hayashi, Makoto Nagata, "At-Product-Test
Dedicated  Adaptive  Supply-Resonance
Suppression,” Proc. 2015 IEEE 33rd VLSI
Test Symposium (VTS 2015), #06A-1, pp.
127-130, May. 2015. (& #HAH)

DOI: 10.1109/VTS.2015.7116273.

KHEE, "IC T v 7 OEIEMOMER & Xt
W -N—FRu=T7Ex=V T ¢ ORIFEA
AEIZ A & A 9 =" IEICE Fundamentals
Review, Vol. 8 No. 3 pp. 177-182, Jan.
2015.

DOI:10.1587/ESSFR.8.177. (#rHilE)
Naofumi Homma, Yu-ichi Hayashi,
Noriyuki Miura, Daisuke Fujimoto, Daichi
Tanaka, Makoto Nagata, Takafumi Aoki,
"EM Attack Is Non-Invasive? -- Design
Methodology and Validity Verification of
EM Attack Sensor,” IACR Workshop on
Cryptographic Hardware and Embedded
Systems 2014 (CHES 2014), #1-1, LNCS
8731, pp. 1-16, Sep. 2014. (& FHiA)

DOI: 10.1007/978-3-662-44709-3_1.
Noriyuki Miura, Daisuke Fujimoto, Yu-ichi
Hayashi, Naofumi Homma, Takafumi Aoki,
Makoto Nagata, "Integrated-Circuit
Countermeasures  Against  Information
Leakage Through EM Radiation,” Proc.
2014 IEEE Intl. Symp. on Electromagnetic
Compatibility, #TH-AM-3-3, pp. 748-751,
Aug. 2014, (£EFHiA)

DOI: 10.1109/ISEMC.2014.6899068.
Noriyuki Miura, Daisuke Fujimoto, Daichi
Tanaka, Yu-ichi Hayashi, Naofumi Homma,
Takafumi Aoki, Makoto Nagata, "A Local
EM-Analysis Attack Resistant
Cryptographic Engine with Fully-Digital
Oscillator-Based Tamper-Access Sensor,"
IEEE 2014 Symposium on VLSI Circuits,
Dig. Tech. Papers, #16.4, pp. 172-173, June
2014. &HH)

DOI: 10.1109/VLSIC.2014.6858423.

@®

(=
)
@

®

@

®

©®

@

©)

(4
)

Daisuke Fujimoto, Daichi Tanaka, Noriyuki
Miura, Makoto Nagata, Yu-ichi Hayashi,
Naofumi Homma, Shivam Bhasin, Jean-Luc
Danger, “Side-Channel Leakage on Silicon
Substrate of CMOS Cryptographic Chip,” in
Proceedings of the 2014 IEEE International
Symposium on Hardware-Oriented Security
and Trust (HOST 2014), pp. 32-37, May
2014. (&#HiA)

DOI: 10.1109/HST.2014.6855564.

FARFK) GEF3 1 (OB 1)
K M

B, ICFv7FDN—FKT=T7&F

2 U7 4 HIEMEOMElR & BB~ D3R

(¥ #F##7H) 1. 2016 IEEE Metro Area
Workshop in Kansai, 2016.8.3.
Naofumi Homma, *“Side-Channel-Aware
Circuit Design: Prevention and Detection of
Side-Channel Attacks (Invited),” 2016 IEEE
Intl.  Solid-State  Circuits  Conference
(ISSCC 2016), Forum, 2016.1.31.
Naofumi Homma, “Recent Topics on
Hardware Security (Invited),” 2015 Intl.
Workshop on Information and
Communication Security, 2015.12.9.
Yang Li, Kazuo Sakiyama, “Review Fault
Attacks on ECC Implementation with Fault
Sensitivity Analysis (Invited),” IEEE Asian

Solid-State  Circuits Conference 2015
(A-SSCC 2015), 2015.11.10.
Makoto Nagata, "IC Chips to be

Dependable, Secure, and Robust (Plenary),"
International  Technical Conference on
Circuits/Systems, Computers and
Communications 2015 (ITC-CSCC 2015),
2015.7.1

Makoto Nagata, "Securing Cryptographic
Engines ? Circuit Techniques against EM
Attacks (Invited)," International Symposium
on loT Enabling Chips, 2015.6.20.

Makoto Nagata, "IC Chips to Be
Dependable, Secure, and Robust (Invited),"
VirginiaTech, CESCA Day 2015, 2015.5.2.
Makoto Nagata, "Side Channel Leakage in
Cryptographic Modules: Introduction to
Physical Origins and Attack Models
(Tutorial)," 20th Asia and South Pacific
Design Automation Conference (ASP-DAC
2015), 2015.1.19.

Kazuo Sakiyama, “Fault Analysis for
Cryptosystems: Introduction to Differential
Fault Analysis and Fault Sensitivity
Analysis (Tutorial),” 20th Asia and South
Pacific Design Automation Conference
(ASP-DAC 2015), 2015.1.19.

= GH1)

Kazuo Sakiyama, Yu Sasaki, Yang Li,
“Security of Block Ciphers: From
Algorithm Design to Hardware




Implementation,” 320 pages, Wiley, 2015.

(PESEI PEHE)
mL

(Z Dfth)
L

6. AR

(D) W A

KA E (NAGATA, Makoto)

MR « REEBERM AR A 2 =23 v
FZERE - #dz

Mt ®&s: 40274138

(2) ooy

=i 2z (MIURA, Noriyuki)

PR « AT AERFFERL - HEBE=
WseE&Es: 70650555

AR 3 (HOMMA, Naofumi)
WAL KRS - ERGRENITCAT - 2%
MPEEHZEZF: 00343062

R #E— (HAYASHI, Yu-ichi)
BALERE RS - T2 - W=
MeFEHRE: 60551918

i —5 (SAKIYAMA, Kazuo)
EROEE R « KEFEPEIE B T 2mrse gt -
Az

MeFEHRE: 80508838

(3) HHEMFIE
L

(4) WFetn 117
Jean-Luc Danger
Telecom Paristech, Professor



