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This research investigated program analysis techniques for software running
on cloud environment, in particular, enterprise applications. We developed various techniques
including comparison of multiple program executions, detection of behavioral anomalies, and analysis

of business data-flow. Those techniques enable developers to automatically identify important
components and their behavior in a software system.
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void action(int status,
boolean member) {

3| int fee = 15;
if (status==CHILD) {

I

fee = 5;
T} else if (status==STUDENT) {
fee = 10;

¥
setFee(fee); .

values conditions
5

status==CHILD
10 status==STUDENT

151} 15 !(status==CHILD) &&
I(status==STUDENT)
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