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Research on adaptive log collection agent for real time control system
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In this research, agent system that performs adaptive log data collection
for real-time control system were examined and demonstrated. Adaptive Cruise Control (ACC) was used
as the real-time control system.

We made normal data models by measurements of ACC-equipped vehicles and detected abnormalities by
detecting outliers. In the experiment, the detection system by machine learning could identify the
outliers with high correct answer rate. The automatic generation of normal models for various
signals remains as a future problem. In addition, real-time log collection by adaptive agents was
examined. The log collection overhead is predictable and found to be small enough compared to the
control task.
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Fault Tree Analysis

STAMP/STPA

10 1

3 RoboCar
MPU

ACC

RoboCar

0S

FTA Fault Tree Analysis,

@
1: STAMP/STPA  FTA
STAMP/STPA FTA
SRR PZS N YITVRTF L
BEHETIL | YILRTLORED | SRTLEETHD
EFiE PYITLRT LEIOH rTEZOERER
HEALVRATLOR [ERTHEAT
2HIMEER
S ¥rY—JL | Control Structures FT (Fault Tree)
EAH RhLTYTE kT EYY
ryFE YL O tR
Fl = HMRERIOBRB T/ | SRATLEEEY Y
HF—R A AT ZRIBMICOITTE,
HILRTLICHIES | BECEIEEEE
AN THRET S MEHERTED
INF—F o
RoboCar® 1/10 for AP
CPU V850E2/FG4 80MHz
RAM 80KB
TOPPERS/ATK2
fE®OoS (AUTOSAR%EHL)
B4 X 429.0* 195.0 * 212.2 [mm]
3
@
ACC

ACC
GPS 3
4 ACC
4(a)
4(b)
ACC
4(b)
SVM
94%
¢ EITEOOAR
7 3
/’ =
g
IO - 2500 2000 =1500 1000 500
000 B0 e wim] B _=%
{775
@
* ETEOOAR
.-"-"J- f \
rd | DA o
-3500 i) 1500 KD 1500 .I{—.. -4y
LT HITAE
(b)



@
STAMP/STPA ACC

(Control Structures)

RoboCar
( ACC |

SRR
YITVRT L
EEREEA e mipm ety |t | SATER
4: ACC
5
RoboCar
14y sec
®
FTA
LoFTE Log data

collection using Fault Tree Expansion

RoboCar

ADDAA D=

Control
Structures

l

'—". AR5 D — AR T B IR

MwdT

RoboCar
Bi
1\4 OR
T
BIRHHE
SnTLRL

1 1
BPURGE N=Eo170D
[

BEEIFAE—5D

EEIH

L
! OR

REHTrEHE

)
X
/| OR
| 1 1
e SAEHFRE— 50 BEUSHO
el BB s
OR

,/I:\
| B | | B |
;/:5 OR
6: RoboCar FT
6  RoboCar FT
Fault Tree
RoboCar
FTA
7 RoboCar

ZMP BASE Board

—_— T4

es — HEES
User Application —> HiRERE
DCE-% R T
H—RE—4
T Robocarart | UART UART - BluetoothZ=ii

RoboCar 1/10 Control Library
0S: TOPPERS/ATK2

Renesas Electronics
CPU: V850E2/FG4

RoboCar

100msec
4y sec
149 sec



. (D
)

®

€Y

@G
STAMP/STPA

LoFTE

Naoya Chujo , Akihiro Yamashita ,
Nobuyuki 1to , Yukihiko Kobayashi ,
Tadanori Mizuno, Log Data Collection of
Real-time Control System using Fault
Tree Analysis, International Journal of
informatics Society (1JIS), No. 8
(2016),

, 79
, , 1v-04 2017 3
21

. 81
, MBLWiP-17 2016 12 7

: Linux

€))

@

®

28
, E1-2, 2016 9 7

STAMP/STPA
78 , 36-03 2016 3
11
STAMP/STPA

MBL 77 , MBLWiP-14
2015 12 2
Naoya Chujo, Akihiro Yamashita,
Nobuyuki Ito, Yukihiko Kobayashi,
Tadanori  Mizuno, Real-time Log

Collection Scheme using Fault Tree
Analysis, Proceedings of International
Workshop on Informatics (IWIN2015), pp.
109-114  Sep. 7, 2015

.1
WiNF2014,
,pp. 158-164 , 2014 11 29
)

CHUJO, Naoya
30394498

MIZUNO, Tadanori
80252162

ITO, Nobuyuki

KOBAYASHI, Yukihiko



