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Distributed privacy preserving statistical computation for loT in inter-cloud
computing environment
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In this research, we proposed distributed privacy preserving statistical
computation mechanism for processing a huge amount of loT sensor data, where we reduce the risk of
revealing privacy data while we would use scalable, elastic and cost effective computing power of
public cloud. In the mechanism, loT devices upload their data into multiple cloud computing
environment with privacy preserving technique so that it reduce the risk of privacy data, while we
would achieve accurate statistical indices.

We designed and implemented prototyBe system for the mechanism and proved its effectiveness. We also
extended the mechanism to be scalable and resilient with DHT and distributed transaction technique.

We proposed to apply our mechanism for some business cases, such as smart home, healthcare or online
voting. We designed and implemented the prototype for the case of smart home, as well.
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