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This research focuses on an anomaly detection method that uses a baseline
model describing the normal behavior of network traffic as the basis for comparison with the audit
network traffic. In the anomaly detection method, an alarm is raised if a pattern in the current
network traffic deviates from the baseline model. The baseline model is often trained using normal
traffic data extracted from traffic data for which all instances (i.e., packets) are manually
labeled by human experts in advance as either normal or anomalous. However, since humans are
fallible, some errors are inevitable in labeling traffic data. Therefore, this research proposes a
human error tolerant anomaly detection. The proposed method takes advantage of the lossy nature of
packet sampling for the purpose of correcting/preventing human errors in labeling traffic data. By
using real traffic traces, we show that the proposed method can better detect anomalies than the
existing method.
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