©
2014 2016

Development of a Digital Forensic System for Preservin? Digital Evidence by
Using Virtual Machine Monitors and Distributed Parallel Processing Frameworks
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Computer systems that process confidential information or control critical
infrastructures are potentially vulnerable to cyber attacks. The project"s goal is to develop a
digital forensic system that achieves the following functions: (1) preserving all input and output
on storage devices, (2) analyzing the preserved data by using distributed parallel processing, and
(3) restoring the monitored storage device at an arbitrary point in time for providing
law-enforcement agencies with evidence. The key outcomes are the follows: (1) surveillance and
analysis system for Infrastructure-as-a-Service cloud environments by using Xen hypervisor and a
Hadoop cluster and (2) surveillance and analysis system by using BitVisor and a Hadoop cluster.
These systems achieves high-throughput on ﬁreserving input and output on storage devices.
Furthermore, the system also accomplished high-throughput for finding known-good and known-bad files

by using distributed sector-based hash algorithms.
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