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Formal models for quantitative analysis of software security
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A few quantitative notions for security and privacy of software such as
quantitative information flow ?QIF) and differential privacy have been proposed. In this research,
we developed methods that analyze given programs or sistems based on such notions. Specifically, we
proposed an approximation algorithm that computes leakage by timing attack against an RSA decoder, a
verification algorithm of k—secrec¥ of XML databases. Furthermore, as a theoretical basis for QIF
analysis of programs that dynamically generate strings, we propose algorithms that counts, for a
given recognizable or algebraic series S and a natural number d, the summation of the coefficients
(or weights) of words of length d in S efficiently. The proposed methods were shown to be effective
either by computer simulation or by experiments based on the implemented tools.
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