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Preventing A False Light Caused by k-anonymity with Mathematical Modling and
Optimization
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In the field of privacy preserving data mining, k-anonymity is a representative
model for protecting privacy. However, when people see k-anonymized data, a person who provides his/her
data is misleadingly suspected as a bad guy due to the information which actually has nothing to do with
him/her. We define such problem as a false light caused by k-anonymization, and define a record which has
an attribute causing a false light as a sensitive record. We propose k-anonimisation algorithms which pay
attention to sensitive records iIn order to prevent a false light. We deal with two cases: location
information preservation and more general information including categorical information. In the
experiments, we confirmed that proposed method can decrease a probability of occurrence of a false light.
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