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Though widely used for personal identification due to their convenience,
fingerprint authentication systems currently lack the necessary strength of security, as fake gummy
fingers continue to be authenticated. A unique band-pass filter employing the Complementary Split-Ring
Resonator structure, which enables to detect impersonating finger has been studied. Also, absolute and
relative template methods for fake human finger detection algorithm have been proposed to reduce the
detection errors. This report also proposes a novel method for improving the security of fingerprint
authentication using stored electromagnetic responses of human fingers. Such responses of human fingers
obtained with a novel CSRR Band Pass Filter are at once registered as additional identification data in
the system. This report also describes the measurement results for the proposed method from experimental
investigations with various fake fingers to assess the liveness detection accuracy of the method.
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